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The need for Resilient PNT



Civil aviation spoofing - a wake up call

➢ Over 1500 flights impacted by interference per day

➢ During/after interference 20-30 systems can fail or 
misbehave onboard

➢ ~8% of the time hardware needs to be physically 
replaced

➢ Mitigation procedures involve disabling systems in 
flight using the circuit breakers

➢ The human pilots are the key to the current 
mitigations working - automated systems fail

➢ If this is happening to airliners what could happen 
to nuclear power stations? Water purification 
plants? Telecommunications? Banking? ...







https://rin.org.uk/Resilient_PNT



Programme aims

➢ Provide operational guidance for non-technical decision makers
➢ Provide tools that can enable CNI operators and suppliers to 

“score” and visualise their resilience

➢ Encourage new behaviours - e.g. an annual “fire drill”
➢ Encourage a continuous-improvement mentality to Resilient PNT

➢ Resilient PNT is a mindset, not an expensive piece of hardware



UK’s Critical National Infrastructure



Programme spanning 18 months

Resilient PNT Principles

Resilient PNT Best 

Practices Guidance

Sector specific Guidance
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CNI 

#13
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Phase 1
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Cross-domain audience 

includes C-suite
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Systems integrators
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March 2024

November 2024

March 2025

October 2025
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Self-scoring tools





OpsGroup report example connectivity map
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Resilience checklist

➢ Scope for providing KPIs or similar 

metric to help assess how the UK’s 

providers for any given sector/CNI 

are faring

➢ Scope for a multi-year “getting to ten” 

strategy for resilient PNT for each 

CNI

➢ Can help with gap analyses in 

existing/ongoing programmes



Example mitigation plan
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Summary

The UK has launched Best Practice Guidelines for Resilient PNT 
aimed at Critical National Infrastructure operators and suppliers

The “Principles on a page”, a supporting website, and a set of 
tools and example materials are currently available

The Royal Institute of Navigation will continue to update the 
materials and hold workshops with each of the UK CNI through 
2025 

Feedback is greatly appreciated!
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